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fIRF i) &, SOA IFHAE LD Rl 3 L < . #Eifs S & 2 0231 & R ER
(MAR BT I TnAanoTldhnrenws 2T, 7L, BkE#ETHFHF
CHHATE Y AT L ZA~DOHEAH L < 2 b T3, SRIEpEdERC. BHREGE A% D T2 o<
LD ZAICHIET 2 720 DN E AR T 2 RE S SHE S L BT,

—Ji. ¥A Y- RFHEMEY 2 - (Java YA A Y v ) OFIBRE~DY) Y L TF,
BIZIEEHC AT LTS T2 =Y a VTEIfFL WY 7 P 2fEnzne 2, w4 73— X
ELCHIBRE OB g2 23 CE T, Zim S b O LEHAT 2 LA T2 kb L, BREE
DY A7 ST T, WHER RS E~DBITCRERONEICHE X 2 A[RetErH 0 £ 3,
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WICER 2D TTH, FTEAEGHLELTUIUTOL DD Y 7,

cANTS = 2 A F 2 —HEEE - Ay — YV OBERK TR REL. AR EE
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APl -+ #—ERAFEUFH LD v X2 7 2 — X
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4. EEH

D~ A 7Y - R I Web P —EZATJSONEFEDOTF R T —2%C YWD T 2IERETT 2,
WA OWEEEEFF2 D DIc gRPC (Google 23Fi% L CA— 7~V — Z{t---Apache License 2.0) 23
HVET, AVET2—RCANAF YT =2 %5 2 LTl LIcR~—F 7+ VIANFIC b fAFED
A TE Y TER Web BIRSEICHIEL TWRDTELSHETD Y X T LMELENAEETT,

41. gRPC m#gE

eRPC 137 54T v b /% — <O RPC (VE—F » 7B — % - a—n) EEORET, 2
L7u—HElbITET, T — 2T 2 HAEIL Protocol Buffers &\ Rl m Y = 7+ CHIF
LTWTC, A VR 72— RAERDPOHMMAREHEBOA v 2 72— (Ay -V OlERE Z0 %
Wo>72007 FR) BEKTEET,
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42. gRPC % f->7-F%

BIF L P oIE T 9,
D~A 7 uF—ERDA Y27 2= RFEHET 7 AL (EIRT proto) %fE2
(@ BAF 55848 D Protocol Buffer Compiler(protoc) T4 ¥ X 7 = —REFE I v A LT3
MCNICEVIBEA Y=V DITREF =N, 2G4 T Y INDRRT 75 2% T 3
Q=N IIATVIDREZTHERUVPH T ETH—N, 2547V FMEOBEERITS
AT, Java 2 747 v+ 5 Python D~A 77— i) 72X b &2HF 26 CHAL 3,

<FEEFTLNE>
* RDB IT{RHE T — X 2 &85 2 D Web ¥ — v 21y ¥ —F LV HITIBREZ BN S 5
PV = PR ERY 7 A T O#E RDB ICBET 5NAE X0 EIT 5
Y x—F At iEE~ A s ey — e 2T b, 4 Vv E T 2 —RRBET — & L UBREE R o B E
(1) A vi27z—REHK
AP —CRADAVET 2 —RAEREIEV T T, COPITCREBET —TLOERTILICL
T denpyo.proto 7 7 4 LV Z{EY 3,

nEF—T 1)

postgres=f ¥d denpyo e .
T — ) public. denpyo
5 VAT BSlErR

r b 00 l 2dn
rdate character not null
charact not null
charact
charact
character
character (¢
character
character J(
character . not null
e character varying(100)
i

1
d
t.
kz
kz
kz
kz
!

"ok deﬁpyg" PRIMARY KEY, btree (denpyono)
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AVET 2 —AERICEF Ay =V ERL - RAEERZLAB L, IR FprotodT XA+ 7 7
At UTRIEL £ 3, 2023 SER D iRFTHIFI T proto3 T, FCiEDFEMIZLA T oW 4 Mgk b 9,
https://protobuf.dev/programming-guides/proto3/

https://protobuf.dev/reference/protobuf/proto3-spec/

ERIIFFASERCHHATE 92, FRBIC L VHIFCAMERBZFT T 2560350 £9,

Bl 21X, Java DTNy F— VB DIEEFENTE, £z, 2023 KDY= 3 v Tl map B
BFANTFICEDONEWEDHIFILRD L T3,

https://protobuf.dev/reference/java/java-generated/

[f v %7 x—=2%EF (denpyo.proto)]

syntax = "proto3T;
option java_package = "jp.co. focs. grpc. denpyo”™: <
option java_multiple_files = true; // FZFN+REfalse-1DOHIBI S ATy T L TIER
4:_!
UG TARAYE—T (BE) «
message Denpyo {+
message Meisai {«
string kamokucd
string kingaku
}=
bool  err
string trdate
string denpyono
string tantou
repeated Meisai
repeated Meisai
string tekivo
string sysdate
string errmessage
20 |}
4:_!
fH—E A RSz
service DenpyoJournaling {«
) rpc Journaling (Denpyo) returns (Ret) {}«
.;_I
(_l
Jf H—=IN—IUBgE R
message Ret {«
bool success = 1;«

Tl
o
Tt

FoESU 0o
[ T T R, T S R e ]

T T

w1t

OO =] O T P Ll P — S D D0 = T T e L P —

i

el
P —

Aaad Pad Fad P Fod P Fod Food
0 D0 =] O AT e Ll

Ay e—VEANTICT 2 ENTE (ERINEGZFABANTICAEY ), SHOHITI
BeHic 7> CWBRIHa — F & &4 T Meisai & \WIH ¥ 7 XAyt —I%ED, Denpyo XA vt—3
DIAH kari & kasi 2> 5 VIR LIEH (repeated) & L TZML T\ F 7,
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(3) 727471+ (Java)

AVRT 2 —RFEHZXDD Java FICER L7227 7 A% o CHRFEZITVWE T, T OFITHM %
[F#H RPC (ficHHAE 2 ERAMOARA ) =3I v n13dhhEF) T ROFIHICEY Y 72X b
ZEOTAY y PRI LRY 255X T £ 7,

D io.grpc.ManagedChannel TH—t & (FRFIP & F— 1) ~OfkEK%EK T % (channel)
DAVET 2= RAEBDPOERL 72— RADAX T %4 v 2 & v 2T 5 (client)
@AVET2—RAEBRPOLER LAy =V DAL X—% 4 v R % v Z{t(denpyoBuilder) L .
v X —ClEZHE(setXoxxx)T5 RVED AL X =D TEy Z—D F v bdfE23 m g
HXANT A v — (Denpyo.Meisai) ¥ AFRICE VX —%AERK L CTEZFE L. I add Xxxx
@ ¥ —ev2Df vRE v A(client) 2@ LT RPC ® X Y v F (journaling) % FEH 4

ff—mmmmm e gRPCfE Y v —F D = -

// cahcnnel ¥ client FiESOH —/ AP TFE L TEWVE L A6

ManagedChannel channel;

DenpyoJournalingGrpc.DenpyoJournalingBlockingStub client;

O BITRRICKTFES A FIUSFRELTWVS c®HET BRuntineException® Throwable Toatch

try {

(D channel = ManagedChannelBuilder. ferAddress("localhost", 50051).usePlaintext().build();

client = DenpyoJournalingGrpc.newBlockingStub(channel);

} catch (Throwable el{
logger.log(Level.SEVERE, =.getMessage(), =.getStackTrace());
throw e;

1

A VOPTArEETFT—F (mEfidAvE—2) 266
Denpyo.Builder denpyoBuilder = Denpyo.newBuilder( )
.setDenpyono(denNo)
.setErr| false)
.setErrmessage(checkMsg==null? "":checkMsg) //nullfZ =G HET S
.setTantoul tantould)
.setTekiyo( tekiyou)
.setSysdatel DateTimeFormatter.ofPattern("yyyyMMdd").format( LocalDateTime.nowi) ) );
fFREEA - COEREEOER
for{Map=String, 7= kariGyo : kariMeisai) {
denpyoBuilder.addkari({Denpyo.Meisai. newBuilder( )
.setkamokucd( (String) kariGyo.get(“"karikKamokuCd"))
.setKingaku( (String) kariGyo.get("karikingaku"))
I3
b _
[ FHEA Y-V OEHAEOER
for{Map=String, 7= kasiGyo : kasiMeisai) {
denpyoBuilder.addiasi{Denpyo.Meisail. newBuilder( )
.setKamokucd( (String) kasiGyo.get("kasiKamokuCd"))
.setkingakui (5tring) kasiGyo.get(“kasiKingaku"))
I
}
Denpyo request = denpyoBuilder.build();
logger.log(Level.INFO, "= DenpyoJournalingGrpc request=" + request);

faEE
Ret result;
try {
(@ result = client.journaling{request);
} catch (StatusRuntimeException e){
logger.logiLevel.SEVERE, e.getMessagel ), e.getStackTracel));

throw 2;
} catch (Throwable e){
logger.log(Level.SEVERE, "gRCP sent error", e);:

throw 2;
b
logger.log(Level.INFO, "= DenpyoJournalingGrpc return=" + result);
e Sy—FILHh BT
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(4) H¥—->% (Python)
AV ET 2 —REHEDD Python HICAER L7227 72D, ¥ — AT 2HREZ > CHI¥ %
fTWEST, VIR 2RHEBRT 2R - FHESUINIA v 27 2 - ZERIKIF L 2 4H12HE)

FHcikE 0 £3 (Paco v — &, #k@ilr), TLoflizy) 72Xt Xy e — 2 FHEHIcE

H 72 CL ARy ZOBEBEEICEY R ELCRLTVWE T,

& denpyo_lournal_server.py - C¥Users¥lUser¥Desktop¥gRPC¥Python¥denpyo_...  — O
File Edit Format PRun Options Window Help

1{"""Denpyo Jurnal gRPC server™"”

A

3| from concurrent import futures

4| import logging

6| import gooale, protobuf, text_format a5 text_format

T import grpc

8| import genpyn_ubz # protocERl (A wt—3)
1? mport denpyo_pb2_grpe # protoc®ERl (T—E2R)

|
11
12 DenpyoJouralingServicer (denpyo_pb2 grpc. DenpyodournalingServicer):
13 i T ARBEERE
14 l Juurna1|ngtself. request, context):
15 print{"<<Journaling Data Accepted=>")
16 i UsTAoR
17 print("request type=", TEEE request))
18 g USGTARAYE—I®E BREOSGTI— FEEEICEREICER
19 print(text format.MessageToStringlreauest, as one line=True))
20 # False®iFS print(request) THi. Ef#if}LiﬂﬁﬁfﬂMEUI_§§ﬂ?
21 f request.err == [alsel print("err: ", request.err)
22 print() )
23 # A LTS A Y -0
24 print("request kari type=", typelrequest.kari))
25 # repeated MIABEES (VA L) OFIICHRAFT
26 for iy, \ral f Mum&rﬁt&(r&uu&ﬁt kari):
27 pruntt kari val[%d1=%s,%" % (ix, val.kamokucd, val.kingaku))
28 print(” ")
29 for ix, val in enumerate(request. kasi):
3? print{"kasi vall[%d1=%s,%s" % Cix, val.kamokucd, val.kingaku))
3
32 return denpyo_pb2. Ret (success=True)
33
4l
35| def serve():
36 server = grpc server(futures. ThreadPoolExecutor (max_workers=10))
37 denpyo_pb2_grpc, add_DenpyoJournalingServicer_to_server(
38 DenpyoJouralingServicer(), server
2y
40 _PORT = 50051
41 server.add_insecure_port("[::]:%d" % _PORT)
42 server, start()
43 print("server started port=%d” % _PORT)
jﬂ server.wait_for_termination()
46|
AT(0f _name__ == "_ main_":
48 "Tngg|n?.b35|ctmnf|g()
ﬂ? servel

i)
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(5) #fF
ATTNEE
{l'_mﬁﬁmm
{2023-’12{08 | 1.[]066
ﬂm;} e —=

=h =13
U, ZE e EEHECD HEE 528
ErE EHERE
810101 110000
110101 = 10000 - <)
110102 = 100000 o S
f&5t 110,000 &5t 110,000
FEN | GElR | lmsEIE) ST SR OEREHDSATLET.
{ FARREL
F— "l OFKIRNE (Python OEHER TT)
A *IDLE Shell 3.10.5 - O >

File Edit Shell Debug Opticns Window Help

Python 3.10.5 (taos/v3. 10.5:f3771583, Jun 6 2022, 16:14:13) [MSC v. 1929 64 hit ¢
AMDG4)T on win3?

Type "help”, "copyright”, "credits” or "license()" for more information.

====== RESTART: C:¥Users¥User¥Desktop¥oRPC¥Python¥denpyo_Journal_server.py =====
server started port=50051
<<Jpurnaling Data ACCEDTEd**

e

request type= <class "denpyo_pbZ.Denpyg’ > . .

denpyono: "10000" tantgu: "1000" kari { kamokucd: "1710101" kingaku: "10000" } ka
ri { kamokucd: "110102" kingaku: "100000" } kari { } kari { } kasi { kamokucd: "
8101017 kingaku: "110000" } kasi { } kasi { } kasi { } tekiyo: "¥343¥203¥206¥343
¥2[}|2¥2F1T343¥2D3¥21D¥345¥223¥201¥345¥243¥262¥344¥2TD¥212 sysdate: "20231208°
Brr alse

request kari tvpe= <class 'gooale. upb. _message. RepeatedCompositeContainer’ >
kari vall0]=110101, 10000

kari vall11=110102, 100000

kari vall2]=,

kari val[3]=

kasi val[0]=810101,110000

kasi vall1]=,

kasi val[2]=,

kasi vall31=,
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<A 7uYgy—vLRICLAB ]ava %ﬁ (gRPC,OpenSSL,Docker,Envoy)

b. EEFIE
AVRT 2= RAERZLTT 4 Z—TEK L%, UTOFIETEXL T3 (Windows %ff - 724),

5.1. protoc I & % Java vV — AR
v — A4 IE Protocol Buffer 71 = 7 b THIFE L T\ % protoc (proto 2 v ¥4 7) %fiEvF 3,
VN4 ZEUTOH A MCEHACATEDY v I B3H Y 9,

https://grpc.io/docs/protoc-installation/#install-pre-compiled-binaries-any-os
protoc IIFAFKFREIE T, FEETE 7774 ViICLk o THNENEEREIELED Y £ 5,

(1) Java 7774 vV EtkiFo74 774
Java FID 75 74 VI F D% 4 b b BB A AT T £,
https://github.com/grpc/grpc-java/tree/master/compiler#grpc-java-codegen-plugin-for-protobuf-

compiler

b A LEfEIC, protoc & 7774 v o=V avEibELICEUTOXIICLET,

@ Java Ho ¥ v 70 % S
UTDHA MchH2Y) vy oho zipfblizhy I ra—Faexyvyo—FLEELE, Kk

T 2RI R D TT A2 by FICRI L 722 &1 L CUBOFHEZ TV E T,
https://grpc.io/docs/languages/java/quickstart/#get-the-example-code

@QFvInmavifn
LMY v 2 @[1. Compile the client and server] TR L TV 2 NEZEITL T 7,

https://grpc.io/docs/languages/java/quickstart/#run-the-example

BRI IE, grpe-java-x.xx.x D examples 7 4 L 7 + V) T ¥gradlew installDist Z {7 L £ 37

¥ A FOFHHIZ Linux HIC > TWBDT, 77 AR IT /=" ¥ LeEXHzET
Ta v b TCHEITTEEFMET LIz A vy =TT

. Windows 2= v F

rH

XJDK21 % ffius

- [options]

bIEE "HFR T L OK

BC

stomloadba lance¥CustomLoadBalanceClient. jav
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W cooe Office
Coordinate Service

<A 7P - RICL S Java 4T (gRPC,0penSSL,Docker,Envoy)
@ ptotoc & 77 TA VRMKIET 4 77 Y DIRE
@C gradle 3 build.gradle iIcF 24T\ 2 &M (protoc 77 7' 4 v, gRPCHES 7477 V)
EROLDT, INERRICHEZL LI CRIFLTEHEE LT,
- protoc, 774 VBRX Y va—FINLE
F—L7 4127 FYDgradle DF (22— 1D 23"User”7Z - 7z & C:¥Users¥User¥.gradle)
Windows @ 2= v F where /r C:¥Users¥User¥.gradle *.exe TROF 3 Z B Tc& T

B IvvETOvTH

protoc-x.xx.x-windows~.exe & protoc-gen-grpc-java-x.xx.x-windows~.exe DN — 3 3 v (x.xx.x)
B—FERE N GHiLv) bOERFLTHEET,
- gRPCIRTEZ 4 77 U 3 b T 2 57T

@d gradlew #F{TLAT4 L2 FPURT, A YA =MD lib 74 L2 + Yoz gRPC
BRIEL T D jar 7 7 AALDBEDOLNTHET

grpc-java- x.xx.x ¥examples¥build¥install¥examples¥lib

(2) ptotoc DFEST

FAFENRDA v 27 2 —REERE AN, @TRIELET T 74 v %o Tprotoc 2~ FaHE
fILEd, (a~v FEEEITTCANT 2583 Tollo k5, TR 20 cditLE3)
protoc—x. xx. x-windows-x86 64"

—plugin=protoc-gen—grpc-java=<QIRiFE/\ A>¥protoc—gen-grpc—java-x. xx. x-windows-x86 64. exe”

-—java out=<{R1F5/V Z>¥java-generated¥java”

——grpc-java_out=<{R¥FE5 /N X>¥java-generated¥grpc”
<A HTI—RAEHK/NZ>¥denpyo. proto

0p¥oRPCYjava-generated [ CONGECIndN) AT T S c
'-."alilfrﬂEF:ATEDDEE: Ty IWERDYISAEF. grpcjava_out (C
gRPC BERADYIZA (RFT) 1DHT
e “focs 59

_gmidenmﬂa FTALINIBR(EA A TI-AEED
DenpyoJournalingGrpc. java option java_package (CREVET,

“java_
=ip
“co

“focs

—grpc
“denpyo
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A Z7uHYy—LRIZLKAH ]ava %?ﬁ (gRPC,OpenSSL,Docker,Envoy)

(3) BET 7V 7 —v a v ~DfHBAR
ZOHITIIECT ZTV =2 a v ~DHAIAADL TEL XS ICKETA 77 ) 2 FHTHEL T
WE 323, Maven ¥ Gradle 2> TV 3D THNITIZIF DO DRFERICZTHD DI ENTET T T,

6 package kensyu;

VE React A 7
5 E@. EEB3{T5U- 8= import java.io.File;
> ug 704 A FEEHF: React java.io.I0Exception;

v B Java V-3 . ocalDateTime;
v B src @D protoc THEB L2V — A ormat.DateTimeFormatter;
> & bean R7aYz s b icE

>t focs.commen

v 8 jp.cofocs.grpo.deng T F e

5 M) Denpyo.java 16 import focs.common.lso gRPC Bhi# &M 7 7 2 1%
: : 17 import io.grpc.Grpc; = .
> &l DenpyoloumnalingGrpc.java 18 import io.grpc.Hanaéed JEFED Java ¥ — R LARKTT

> [J] DenpyeOrBuilderjava 19 im . ,
] port io.grpc.Statusk - S =
> [J] DenpyoOuterClass.java 20 import io.grpc.TlsChd 7477 TCceRTTT

> 4J) Retjava 21 import jp.co.focs.grpc.Coaeaeeaes
5 [J] RetOrBuilderjava 22 import jp.co.focs.grpc.denpyo.DenpyoJournalingGrpc;
» M kensyu 33 import jp.co.focs.grpc.denpyo.Ret;
|£| enw.properties ;5__1**
> mh F1I3Y- 26 * AccDenpyoInput ServletT¥ . <br=
» [= build "

w [ WebContent . e 5 _ ““]  ctrator
5 (= META-INF OCRELIMKEIATIV%T

. o 73 H 5 )~ ¥
» [ static 70 H o SITE BT AN DenpyoInput extends JsonCmnFrame {
v [= WEB-INF — i« f
v (= lib 33 private String denNo;
» &4l annotaticns-api-6.0.53 jar 34 f* ERES AvE— s/
» @ error_prone_annotations-2.20.0.jar 35_‘ pru_rate _Strlng denloMsg;
. ) 36 fx= EIIEF T wd *f
> fallureaccess-1.0.1.jar 37 private Boolean check;
> &) grpe-api-1.58.1.jar 38 fr STEFIwY Ayt—3 #/
> &) grpe-core-1.58.1 jar 39 private String checkMsg;
> @ grpc-netty-shaded-1.59.1.jar 40 /x mEBT */

5.2. Python @V — X 45

UToH 4 M Linux BRIEZHifE & L7z gRPC DIfD i nFzELrNLTHE T,
https://grpc.io/docs/languages/python/quickstart/

X Windows CTHF T 255G 1O FIECEE(L T Z3 »
(1) Python DA v & b —)L L TE

Python ZZhhH A4 VA=A T 35513, UMTFTOH A o YR =038y v —FT
FET, F— L=V EHICEIRDO XY v o — FREX VY BFRRINE DT, o HIYA 720 iud
Ihzefivid,

https://www.python.org/downloads/

TIT AN ERETA VAP =LT %L pyexe (Python 7 F v) T python.exe % fCE) 3 2 Biki
L7 % DT, X OHife TLARE BIHL £,
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<A 7uYgy—vLRICLAB ]ava %ﬁ (gRPC,OpenSSL,Docker,Envoy)

(2) gRPCBI#EEMD A v X b+ —n
Python ~ I3 pip #fH o> CRIHEDE Y 2 — L grpcio & grpc-tools 4 Y A b =L L 7,
Python 13-5— ¢ 2 v 3.7 Ll EARECT, 20— = v 12id pip AAMME LT3 DT, s
Tpip A VA =T 30837, BHL2OEEL T,
cpip DERFHL - a~v F ey 7 ECUTOa~y F2FEFTLET,
py -m pip install --upgrade pip
X BEH23cF 925, Successfully installed pip-xx.xx.x R R I N7 HMED Y LA,

B8 JvvF FouTk

¥lib¥site-packages (

- gRPCEHEEM DA v 2 b=
pip ZfioCUTD220%f v A= L T,
grpcio : Protocol Buffers LAt @ grpe
grpcio-tools : Protocol Buffers & +— v REXR 7 7 4 A ba— V2 HEIERT 27200y —

> Py -m pip install grpcio

B v EFOyTH

'f;:":@'T.:u:l[;."*'F'?;thu:un'*u‘_.-’ -m pip install arpcio
Collecting ar

Installing collec

f
Successfully insta

> Py -m pip install grpcio-tools

E JYVFEFOVTH

-m pip install grpcio-tools

Collecting proto

Downloading protobu

Python D BFEERIE L L TR TT,
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(3) ptotoc DFELT
BRNRDA v 27 2 —REFE%Z AJIIC, grpcio-tools D protoc 2~ ¥ FEEITL T T,
<awv FETRO 7 7 4 AREK >

C:¥USERS¥USER¥DESKTOP¥GRPC
| —denpyo. proto

L—Python-generated
E=F4 LKD)

[EiTa~<v F)
cd C:¥Users¥User¥Desktop¥gRPC¥Python-generated
py -m grpc_tools.protoc ~

-1y T
--python out=. ~
-—pyi out=. ~

--grpc_python out=. ~
denpyo. proto

<a<w v FETHRD 7 7 4 VR >

C:¥USERS¥USER¥DESKTOP¥GRPC

| denpyo. proto

|

L—Python-generated
denpyo pb2. py
denpyo_pb2. pyi
denpyo_pb2_grpc. py

XA X 72 denpyo _pb2. py & denpyo pb2 grpc.py ZEIFEM 2 S5 SMEA[RERT 4 L2 F Y
UM THNIEECR—DT 4 L2 PV ICEDTHRED Y TBA) cavr—L T T
(4) Pythonda—FHv 7

examples - - - https://github.com/grpc/grpc

- C & github.com/grpc/grpc

Q Product Solutions Open Source Pricing Search or jump to)]

=] gy'pc/grpc Public L Notificatis

<> Code (5) lssues 593 11 Pull requests 290 ® Actions [ Projects 14 @ Security |4 Insights

¥ master ~ ¥ 189 branches @ 325 tags Go to file

. Local Codespyffes
E drfloob and Copybara-Service [EventEngine] Produce better error logs ¢

[ Clone ®
.bazelci Remove ubuntu1604 from pres
.github [SoT] Remove import hurdle fo HTTPS  GitHub CLI
bazel Reapply “[experiments] Explicit hitps://github.com/grpc/grpcfEit Ll;]
cmake [deps] Upgrade protobuf versi¢  Use Git or checkout with SVN usigf the web URL
doc Remove test code

[ Open with GitHubgfesktop
etc Update root pem certs (#2753¢
examples [Python Example] Fix compress
Copyright(C)2023-2024 Future Office Coordinate Service Corporation All Rights Reserved.  p. 172
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A Z7uHYy—LRIZLKAH ]ava %?ﬁ: (gRPC,OpenSSL,Docker,Envoy)

6. RO DR (SSL/TLS)

777 LD—fzY) D EEL CAPIRH TR T X532 L ARED 7 v 77 L bIE U &
Xm0 T, Flzid, ANNF v 2T —2R=AFEHEIT-> T2 077 LOBEFEHDT
FEUIVEEL 256, 7= v 7B A TR L CHEILHE S EREF N I NS ERAH Y £ 7,

22T, VxR EZT M (=) 327747 v FBIEBROHETF»E D% R mi)f%

5. 2747/ —fo SSL/TLS (BifETix SSL iﬁx’bﬂ& W T, LA TLS ICBRE)
L OMHAZREZ IAD T T, v AT LOFHFOREMEIC X 236 &, Fl X, EHEOMME 2K
5 mﬁ#/XTA%&Wﬁéﬁ@%ﬁtLfméﬂfﬁ%%a?6@i747u% S g b
Web 7 7V%D 7 747 v MMllokE pHcd (FHIC L7220 THILE gRPCICIF A ZEHRD
ZTELEREICEL2x 2 ) 7 4 oifbd A[RE T, FE %WU#Z y b TROUNS TT),

6.1. WELAAE R

TLS #heiditHE CREMF 2L £ 3, GEHFIX IP 7 FL A F A A4 v 4 L N E» 1L
727 7 A (CSRGFIHEZ 4 HRK) ICRAER o ("Private Key”, “FAEHE". “JELBHIE” & [H)
TETFEL T TEONTE T,

[GERHZE D] JPNIC https://www.nic.ad.jp/ja/newsletter/No23/080.html

- C @ nic.ad.jp/ja/newsletter/No23/080.html Q ©
JEi s e s AF—L | 2QA | HYAITyT | Q74

SERAZORE

ERAECRHIOL S AABTHAZTREIATVWET,

Issuer

HERORT
( A”S“#’Eﬁéﬂi
Version: 3 —
Serial Number: 65534 alidity
Issuer: C=JP, O=JPNIC, CN=Pilot CA ERAROHBMER.

HHKRMOMEER T FISRENS,
Validity

Not Before: Sep 30 15:00:00 2003 GMT } Subject
Nox After : Sep 30 14:59:59 2005 GMT

’ EANRDOEH,
Subject: C=JP, O=JPNIC, OU=security. CN=Tarou Kimitsu BPERARWOTHIRBIHILS,

=4 : EREOF
X509 X DEFFRE TlEL N FHAZ (DN) 0EE

i A =UN

C (Country) E4#

O (Organization) ik e

OU (Organizational Unit) BBPIZ %2022 4 9 A 1 AUBRICRITOH — N —FEHEIZ OU O BAEIEE A Y £ L7:
CN (Common Name) — %
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A Z7uHYy—LRIZLKAH Java %AT (gRPC,OpenSSL,Docker,Envoy)

P=NE 7 T4 TV DBRIR L ZAEHE O B IEM I3 Y A E ICE 4 LT 3 325 o 2N Blsk %
S THEEL 97, B4 LTV 2 00ER O B IFEE IFFERER OREAEF ICE S L C\w» 2 EAofRiHR 0 &4
THGEL . ik Ao — FERER O A CREAZE Z v — iEHEFE L LT OS O FEHERX F 77507 7Y
7—yayﬁﬁ@£%%:%ML13<:a@mibi¢

L7zh3o T, MHAGRIERAT D 7201 id 3 — N O A% SU#k U 72 F2GER & 4 i D REAE & s,
7747yr@ﬁ%%%ﬁﬁbt%ﬁ%%%ﬁ@ﬁ%%&W%%\mﬁ%@ﬂﬁ%%ﬁﬁbtﬁwé
CRERESLEICR Y T, o AR T 2) I TBGIEC 2 T 2 MR S RAT L
Te— PAEAEA S RETIA, 2 TRTAMHOA— FFHERZM S HEETHAL 9,
(1) SFHECHERIT OS 25 ANITHM 7 7 4 L7 D¢, Windows DEERER 72 7 2 & A HfH

OB TREEICHETE T, flxiE, 77V FBBHL T30 — b EFABEEI o GEIH =
AFTICT A MHOFHHEZIEMN ST 2 LBFICL THHEDORWIREBICZR Y £ 5

6.2. OpenSSL |Z & 2 EFBAZ1ERL

(1) FFHBERY —roxy ve—F
AEBHE (X OpenSSL (4 — 7'~V — & Apache License v2) #ffio CIEKT 2 Z & TE 9,
OpenSSL ® #E47iEIL, https://www.openssl.org/community/binaries.html 2> 5 U v 7 X 172 wiki T
ZFyva—FH A bxfAALTCweEd, HREN (p FAA4 V) KW AEX Y vyr—F34 b33
HYEFTH, FHT2HAEIE7T 7V FICR RTINS URL TRASERC) v IZ7INTWET FLA
ER—VDY —ADLMHRLTEETE LY A P THE L 2MERL TSI N,

< [ @ opensslorg/community/binaries.htmil
| Cryptography and SSL/TLS Toolkit

Home Blog Downloads Docs Mews Policies Community Support

Binaries and Engines

The OpenSSL project does not distribute any code in binary form, and does not officiallv regasssasgd
any specific binary distributions. An informal list of third party products can be found o: @

project does not endorse or
informal list of third party engines can be

Some third parties provide OpenSSL compar_lble engines. The Qe
officially recommend any specific third party epzisee=
found on the same page as above

<« (& & wiki.openssl.org/index.php/Binaries e v H» 0O 2

AUAEC )7 220 L= 22 Linux ARM, Android.

A EOELT U O T LEH Win32/64 102, 110, 1.1.1,
HLTF 3.0 S+FS51U. £IC Francois Piette (0 Embarcadero (Borland)
Delphi £ £TF C++ 85w — LA Internet Component Suite (ICS) AT

2"2:?; e ETNTWETH. ERTSCEETEEY. £593 Windows PF U4 | hitp://wiki.overbyte_eu/wiki/index.php/ICS_Download &
7 333 [CHMLET. OpenSSLDLL (EXE I7AILE, [A—T> v
—ABERE, Francois PIETTE] | Eo TS
., PTUT—% o o - .
peerra® Chrome %fﬁ - T wiki % H ZIKEELC@J%ER LfzR—
Windows BRI
Windows B RIS - N IRIEEAR D 7\ 7 ) 2 VoA LFED H D wiE N
OpenSSL BCEETETT.
Technelogies Limiteg ren " e —— P
NTWVE7.

HDF MenStan Al s o/ o7 = hBmM T 1A 1 E A ManSton

Ue-gov FBE/E D TF M https://shinsei.e-gov.go.jp/contents/preparation/certificate/certification-authority.html
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(2) FEBHFRDIERK

Windows © OpenSSL % fifi o CALBHE ZFK T 2 Ny 577 7 A v Dl Z AT ICR L £ 95

¥ O=, CN=, subjectAltName= D% BEEICHDLE THE, DNSIZ7 A AL FH—F [*] #HA]
3 subjectAltName= 1% ¥ 7z localhost ° 1P:0.0.0.0 (ZAFD F X 4 v 4 (CN) LA Cillizd 2 72

(7LS i Frkbat D]
cd /d % dp0

REM 1. SRR/ (CA) #% (AH) # & BCEBRIHE (U—MIEFE) £
openssl req -x509 -newkey rsa:4096 -days 365 -nodes -keyout ca.key -out ca.pem -subj ”/C=JP/0=FOCS/CN=root. focs”

echo JU— ~EERRE
openssl x509 -in ca.pem -noout -text

REM 2. o —/\#& (FLB) # & GIREBRKREK (CSR) 4R
openssl req -newkey rsa:4096 -nodes -keyout server.key -out server.csr -subj ”/C=JP/0=FOCS/CN=x. server. focs”

REM CN & subjectAltName [F—E(S 5. localhost ZFESIFEIE 1P:0.0.0.0 % ZEBAZED Subject Alternative Name (SAN) [S:BANY 3.
echo subjectAltName=DNS:*. server. focs,DNS: localhost, IP:0.0.0.0 > server-ext.cnf

REM Or you can use localhost DNS and grpc.ssl target name override variable

REM echo subjectAltName=DNS:localhost > server-ext.cnf

REM 3. EREEROMZRTERZL T F—/\D (SR h SIEAEZES
openssl x509 -req -in server.csr -days 365 -CA ca.pem —CAkey ca. key -CAcreateserial -out server.pem -extfile server-ext.cnf

echo BZF Y —/\GIAE
openssl x509 —in server.pem -noout -text

REM 4. U347 +iE (FhE) 8 & SAEEREKR ((SR) &Rk
openssl req -newkey rsa:4096 -nodes -keyout client.key —out client.csr -subj ”/C=JP/0=FOCS/CN=%.client. focs”

REM CN & subjectAltName [E—EE 3, localhost ZFES3HFA(E 1P:0.0.0.0 = EEBAED Subject Alternative Name (SAN) [Z:&EMNT 3.
echo subjectAltName=DNS:*.client. focs, IP:0.0.0.0 > client-ext. cnf

REM 5. EREEROOMZRTERZLT 73472 D (SR A SEFREZEE
openssl x509 -req -in client.csr -days 365 -CA ca.pem -CAkey ca. key —CAcreateserial -out client.pem -extfile client-ext.cnf

echo L]FY 51 7 MEIAZ
openssl x509 -in client. pem -noout -text

(TLS FFZEik bat Ef7thDT 4 L2 b V)
C:¥USERS¥USER¥DESKTOP¥GRPC¥CERT

ca. key

ca. pem

ca.srl S5 DIFLLTD 6 774 0)

client-ext. cnf o . e
client.csr - WAk OV — T EEHE (ca.pem), FEHE (cakey)

client. key - B — NGEBHE (server.pem). FEHE (server.key)
client. pem - 2747 v FIEHE (client.pem), FAEHE (client.key)
server-ext. cnf
Server.csr

server. key

Server. pem

TLS EEEAZ/ERX. bat
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6.3. 77U —2 3 U ADHEAAI

(1) JavazZ 747 v b
TLSFREF A2 5 7= DA A 1Z. TlsChannelCredentials.Builder ® 4 v 2 &% v & (tlsBuilder) #

£ 9 . ManagedChannel (channel) %43 2 BRICEREERZ AERK (build) L CHETZF T,

/[ gRPC TI v —FIEH

// cahcnnel & client [FEEDY—/\IEUHEH U TEWE UHFIRE

// %% TLS BAN 363%

String CLIENTCERTCHAINFILEPATH = "C:¥¥Users¥¥User¥¥Desktop¥¥oRPC¥¥cert¥¥client.pem”; /%254 7 ~EEBAZE*/
String CLIENTPRIVATEKEYFILEPATH = "C:¥¥Users¥¥User¥¥Desktop¥¥oRPC¥¥cert¥¥client. key”; /#0054 7 bR/
String TRUSTCERTCOLLECTIONFILEPATH = "C:¥¥Users¥¥User¥¥Desktop¥¥oRPC¥¥cert¥¥ca.pem”; /*JU— ~EEBAZE*/

TlsChannelCredentials.Builder tlsBuilder = TlsChannelCredentials. newBuilder();

try {
tsBuilder. keyManager(new File( CLIENTCERTCHAINFILEPATH ), new File( CLIENTPRIVATEKEYFILEPATH ));
tlsBuilder. trustManager(new File( TRUSTCERTCOLLECTIONFILEPATH ));

} catch (I0Exception e) {
e.printStackTrace();

}

// %% TLS :8A0 end 3%

ManagedChannel channel;
DenpyoJournalingGrpc. DenpyoJournalingBlockingStub client;
/] ETBBICERIES A TS UNTEBL TS EHAF S RuntimeException % Throwable T catch
try {
//%TLS BlI%  channel = ManagedChannelBuilder. forAddress(”localhost”, 50051). usePlaintext().build();
/ %TLS 8%/ channel = Grpc. newChannelBuilderForAddress(”localhost”, 50051, tlsBuilder.build()).build();
client = DenpyoJournalingGrpc. newBlockingStub(channel);
} catch (Throwable e){
logger. log(Level. SEVERE, e.getMessage(), e.getStackTrace());
throw e;

}

/] VOIRNEET—9 (REMAYVE—D) ZIERK
Denpyo. Builder denpyoBuilder = Denpyo. newBui lder ()
. setDenpyono(denNo)
.setErr(false)
. setErrmessage (checkMsg==null? "”:checkMsg) //null Z&HIANFEET D
.setTantou(tantouCd)
.setTekiyo(tekiyou)
.setSysdate( DateTimeFormatter. ofPattern(”yyyyMMdd”). format( LocalDateTime.now() ) );
/] FREBX v t—I DEABMDIER
for(Map<String, 7> kariGyo : kariMeisai) {
denpyoBuilder. addKar i (Denpyo. Meisai. newBuilder ()
. setKamokucd((String) kariGyo. get("kariKamokuCd”))
.setKingaku((String) kariGyo.get("kariKingaku”))
);
}
/] FREBX W t—I OEABMDIER
for(Map<String, 7> kasiGyo : kasiMeisai) {
denpyoBuilder. addKasi (Denpyo. Meisai. newBuilder ()
. setKamokucd ((String) kasiGyo. get("kasiKamokuCd”))
.setKingaku((String) kasiGyo.get("kasiKingaku™))
)
}
Denpyo request = denpyoBuilder. build();
logger. log(Level. INFO, "> DenpyoJournalingGrpc request=

+ request);

/] #E
Ret result;
try {
result = client. journaling(request);
} catch (StatusRuntimeException e){
logger. log(Level. SEVERE, e.getMessage(), e.getStackTrace());
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throw e;
} catch (Throwable e){
logger. log(Level. SEVERE, "gRCP sent error”, e);
throw e;
}
logger. log(Level. INFO, "> DenpyoJournalingGrpc return=" + result);
/)= IJv—FIHh KT

(2) Python #—

TLS MHAFRAEZ nlEEIC T % 1T iE, server(BEEL D F <K — + % B < BRic@add_secure_port % {#iv>
75 AT v FERIFE (require_client_auth=True) i L, @% — ~DIEIHZE, MEHE, L — bitE
Y — "2 bSBARERG (Fay s PEFE—PETOT 4L 2 M)) IKEALCTEE 9,

#!/usr/bin/env python
"””Denpyo Jurnal 9gRPC server”””

from concurrent import futures

import logging

import google. protobuf. text format as text format
import grpc

import denpyo_pb2 # protoc £k (Xwt—)
import denpyo_pb2 grpc # protoc £k (—EX)

class DenpyoJouralingServicer(denpyo_pb2_grpc.DenpyoJournalingServicer):

t Y —EZARNBERE

def Journaling(self, request, context):
print()
print("<<Journaling Servicer Context>>")
print("[clientIpeer()=", context.peer())
print("x509 subject =", context.auth context().get(’x509 subject’))
print()

print("<<Journaling Data Accepted>>")

tUOITZ DR

print("request type=", type(request))

tOIRMXYyE—I%, HEEOSITI— REZEQICEREICEKR
print(text format.MessageToString(request, as one line=True))

it False MZE print(request) CHATNRLVD TERICFERR

if request.err == False: print("err: ”, request.err)

print()

t RARULTWVWBXYyE—IDHRY
print("request kari type=", type(request.kari))
t repeated MDIEBIFES) (JA ) DLDIC/RAFT
for ix, val in enumerate(request.kari):
print("kari vall[%d]=%s,%s” % (ix, val.kamokucd, val.kingaku))
print("-————————- ")
for ix, val in enumerate(request.kasi):
print("kasi val[%d1=%s,%s” % (ix, val.kamokucd, val.kingaku))

Htt
# ZEFENIRZ R
ittt

return denpyo pb2.Ret(success=True)
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def serve():
server = grpc. server(futures. ThreadPoolExecutor (max_workers=10))
denpyo_pb2_grpc. add_DenpyoJournalingServicer_to_server(
DenpyoJouralingServicer(), server
)
_PORT = 50051
Rttt TLS(f7T7’f > SEREEE-mMTLS) &A0 start HtAfHH

keyfile = 'cert/server.key’
certfile = "cert/server. pem’
cacert = ’cert/ca.pem’

private key = open(keyfile, 'rb’). read()
certificate_chain = open(certfile, ’rb’).read()
cacert = open(cacert, 'rb’). read()

credentials = grpc.ssl_server _credentials(
[(private_key, certificate chain)]
,root_certificates=cacert
,require_client_auth=True #0354 72 FEREIER

)

server.add_secure_port("[::1:%d” % _PORT, credentials)

HTLS: B> server.add_insecure_port(”[::1:%d” % _PORT)

Rttt TLS 2850 end HifHH#H

server. start()

print("server started port=%d” % _PORT)

server.wait_for_termination()

if name  =="_main_":
logging. basicConfig()
serve()

6.4. AHEFPELDHEE

72747 v b TLS LA [#ZH] I > T3 2% 201, OpenSSL @MWy — v (s_client?)
POV —NIZT VAT EHILTHERT IR TEET, UTHa~y FOETHITT,

openssl s_client -state -verify 1"

-connect localhost:50051 -servername sl.server.focs”™
-CAfile C:¥Users¥User¥Desktop¥gRPC¥cert¥ca.pem”
-key C:¥Users¥User¥Desktop¥gRPC¥cert¥client.key”
-cert C:¥Users¥User¥Desktop¥gRPC¥cert¥client.pem

¥Xaw v Fid TLS ok FIHEO#EE (gRPC OIEESIEE 21H1) 2#RRT 5D T, Fhx oipic
7747V"@nunﬂzﬁ)ai“‘(b‘é }_’_%Eﬁg Lij—

2y — oWk T 5 s_server bH Y, B b IT Cafile key,cert iICH— O 7 7 A VEFFE L.
EH 35 & connect TIEEL7ZKR—PTIZI7AT Vv 2bD) 7 A 220 FT
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MERREE (7 747 v FEREE) PRAICERoTWwS e, UTD LI ic
“SSL_connect:SSLv3/TLS write client certificate” 23&F /RN XL E 97,

B8 JIvF 00T
C:¥lUsers #U*EI uppnrrl s LlIPﬂT -state -verify 17
vername sl.server. focs”
ktop¥gRPC¥cert¥ca. pem™
.JHTUD¢QPPL¢LPIT?LLIPHT key”
User¥Desktop¥gRPC¥cert¥client. pem

h SSL initialization
LUHHECT 53 Swrite client hello
connect:SS Swrite client hello
connect:SS S read server hello
connect:SS "ite change cipher
connect 55 > write cllent hel

l
connect : l
connect y S read server | 0
connect:ILsv [ e
connect : SSL i
th=1 C=JP, 0=

rify return:l )
th=0 C=JP, 0=FOCS, CN=*.server. focs
rify return:1

connect:SSLv3/TLS read server certificate

L connect v read server certificate verify
SL_connect:S TLH lead finished )
SSL connect:$ TLS write client certificate
SSL_connect:S TLS write certificate verify
SSL_connect:SSLv3/TLS write finished

nsions
ficate request

Ll

ificate_ch@in
: 0=FOCS, CN=*.server. focs
0=FOCS, CN=root. focs
a:PhET rsakncryption, 4 (b11): i
v:NotBefore: Dec 12 05:32:18 2( GMT NuTHTtﬁl DﬁL 11 05:32:18 2024 GMT

SErupl certificate
BEGIN CERTIFICATE ) e )
A1 ;LLLHquanBHqIHGuw[ul‘dhthRm0%5n75E6:QC UwDUTJHg%EthNﬁQEL
2 747V FEHEOERDG TN T irwniha, —SEEEOBGER (TR 3 fTHUEE) 13T
DEITHY ET,

server cer
I 3 j erver certificate verify
LuﬂﬂPLT S /TLS T|n|*1pd
connect:SSLv3/TLS write finished

|T|Latﬁ
g p

75 AT Vb ME S REBHESAIES o 72856 LT @ SSL_ERROR 23%4 L., Java D27 74 7 v b
6 O L O B4 13 io.grpe.StatusRuntimeException 23 throw X1 37,

BN VYR FOUTR - m| X
tl.}ﬂ"pul’[ secur ity. 1,:11 ﬂd*hake fai ed with Eatal error
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7. Y—ro%ERERE

v A7uH - LTV HIBREBICE > TR 7 A PBERL TR LAYy ZiCh o720,
FIEBFINRWGERH Y 5, AMDEE BEMALEZ BT 21032 BESLETT 23, Docker
Foay 7 Feffio TH— 2B E TIUIREOERCHMEIHHICTE 2 X512k £9,

R EL 2 EHRT 27200V 7 by 2 7 IkERLEI T2 DT TldZe <IHTERY D 52101
TEEEAN, BBLZ, UTtongHicpdongs,

i. vm A A=K, 2 v 7 F D4R - Docker, Containerd, CRI-O fit

i, avytorizxzxy) s, BB - Kubernetes, Docker Swarm, Apache Mesos fil

i, 2v7+ (77Y) ozt vy b7 —72-Envoy, Nginx, Traefik, HAProxy fth

X RO BFICIAME IR TR <. &Y 7 MIEE D 3B ICHRE 2 RAR LI 5 —J7 CTHAFIH &
INTVET, T, FARPER RO CRERICIIF 24T Y 7 FAHBEL Th2 Y it 2 <
WAAEEMED B Y £, il 2 1F. Kubernetes(B&Fr K8s) Z &l L 7= K3s . K3s % Wl HIcff
255517y T LKA EH A —T vV =203 I a=T 4 SMEPEML T T

8. H—oxAaft

Y= NORELIE, BERTA 77V RLEM I IAATEZFEFDA A -V ZEoTEHE, RED
Gy b7 =7 RREEE (KY)a—2L) bAXA—U2bav Tt aERT5I e TEHALET,

81, WA uAOHY—EZRDA A—ERL

Rancher Desktop Z i o> TR T 2l Rm L E3, ~N—va vEILUTOLE) TT,

B3 Rancher Desktop — [m] X
File Edit View Help
General ‘2’ Welcome to Rancher Desktop by SUSE
Containers & Rancher Desktop provides Kubernetes and image management through the use of a desktop application.
Port Forwarding * Project Discussions: #rancher-desktop in Rancher Users Slack
» Project Links: Homepage Issues
Images
Snapshots & Version: 1.12.2 Check for updates automatically
Troubleshooting Allow collection of anonymous statistics to help us improve Rancher Desktop
oi . Send anonymized usage info, error reports, etc. to help improve Rancher Desktop. Your data will not be shared with anyone else, and no
iagnostics information about what specific resourt
information about what specific r stlqE Rancher Desktop - Preferences "
Extensions
Network status: online Preferences
L. General Allowed 1 Image:
Application
WSL Container Engine
containerd
Container Engine Namespaces for container images; use with nerdctl
@ dockerd (moby)
& Preferences Kubernetes Docker API; use with Docker CLI and k3d.

Version: 1122 Metwork status: online Kubernetes: deactivated  CE: maby

| Cancel Apply

Copyright(C)2023-2024 Future Office Coordinate Service Corporation All Rights Reserved.  p. 20

WY D —FtF IR I—FER A F—ER

Future Office Coordinate Service Corporation



W cooe Office
Coordinate Service
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(1) Docker 4 £ —%
DINo%sE T gRPC E/TH 7 4 77 U & Python 84 VAP —=AINT0BEA A=V RED T,

O 74127+ JRERK

UToF 4L 2 URSREERL T &7 7 4 L ONFITHR),
C:¥USERS¥USER¥DESKTOP¥GRPC
|
Docker-sv
| Dockerfile
|
L—Python
| denpyo Journal TLSserver. py
| denpyo_pb2. py
| denpyo_pb2_arpc. py
|
—cert
ca. pem
server. key
server. pem

@ Docker 7 7 4 v
[Dockerfile]

# image fERX I~ > K [docker build -t grpc-python:jp ——rm=true .]
FROM python:3.11-slim-bookworm
# gRPC 1 VX =)L
RUN pip install ——upgrade pip ¥
&& pip install grpcio ¥
&& pip install protobuf
# BARRIREICERE
RUN Ln -sf /usr/share/zoneinfo/Asia/Tokyo /etc/localtime
ENV LANG ja_JP.utf8

(MD cd /service;./denpyo_Journal TLSserver. py

X EDFIDA X =T ITTHAGERES -0, ERICTHAECHARM IR I NE-A
XitgD CMD (o v 7 FHREFFFICEITIN, ~7 Y FEINTW3 service 7 4 L7 b VICEEH)
L T denpyo_Journal_TLSserver.py Z&#H L ¥ 3

@ Python 7 4L 27 Y
[denpyo_Journal_TLSserver.py]
v 7% 77 AT B0 ROITRIEM - KL THWES 7, 17~22, 74~82,

1 #!/usr/bin/env python

2 "”"Denpyo Jurnal gRPC server”””

3

4 from concurrent import futures

5 from socket import gethostname

6 import logging

7 import sys

8

9 import google. protobuf. text_format as text_format
10 import grpc
11 import denpyo_pb2 # protoc £ (X vt—)
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12 import denpyo_pb2_grpc # protoc &Rk (F—ERX)

13

14 class DenpyoJouralingServicer(denpyo_pb2_grpc.DenpyoJournalingServicer):
15 t T—EXHNBEEE

16 def Journaling(self, request, context):

17 logging. info(

18 """<<Journaling Servicer Context>>

19 client peer()=%s

20 x509_subject =%s

21 "77 " context. peer(), context.auth_context().get(’ x509 subject’)

22 )

23 print("<<Journaling Data Accepted>>")

24 tUOTX DR

25 print("request type=", type(request))

26 t VOIZMXyE—Y%, IHEEOSITI— FEZEQICEREICTKT
27 print(text_format.MessageToString(request, as_one_ line=True))
28 t False MIZFE print(request) CHATNRVDTEBIICFERKTR
29 if request.err == False: print("err: 7, request.err)

30 print()

31

32 f RAMLTVWBRXYE—IDR

33 print("request kari type=", type(request.kari))

34 t repeated MIEBIFESI (VX ) DKDIC/AFT

35 for ix, val in enumerate(request.kari):

36 print("kari vall[%d]=%s,%s” % (ix, val.kamokucd, val.kingaku))
37 print("-——————-—— ")

38 for ix, val in enumerate(request.kasi):

39 print("kasi val[%d1=%s,%s” % (ix, val.kamokucd, val.kingaku))
40

41 it

42 it EFEWIBE BT

43 it

44

45 return denpyo_pb2. Ret(success=True)

46

47 def serve():

48 server = grpc. server(futures. ThreadPoolExecutor(max_workers=10))
49 denpyo_pb2_grpc. add DenpyoJournalingServicer to_server(

50 DenpyoJouralingServicer(), server

51 )

52 _PORT = 50051

53 M TLS(O 54 72 SEREEE-NTLS) 840 start i

54 keyfile =cert/server.key’

55 certfile = *cert/server. pem’

56 cacert = ’cert/ca.pem

57 private_key = open(keyfile, "rb’).read()

58 certificate chain = open(certfile, "rb’).read()

59 cacert = open(cacert, 'rb’).read()

60

61 credentials = grpc.ssl_server_credentials(

62 [(private key, certificate chain)]

63 ,root_certificates=cacert

64 ,require_client_auth=True #2547 ~&3:

65 )

66 server.add_secure port("[::1:%d” % _PORT, credentials)

67 it TLS 2840 end HiH#REE

68 #<TLS:del> server.add_insecure_port("[::]:%d” % _PORT)

69 server. start()

70 print("server started port=%d” % _PORT)

71 server.wait_for_termination()
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72

73 if name_ =="_main_":

74 hostname = gethostname()

75 logging. basicConfig(

76 handlers=[

77 logging. FileHandler ("service. log”),
78 logging. StreamHand ler (sys. stdout)
79 1

80 , format="%(asctime)s {}: %(levelname)s %(message)s”. format(hostname)
81 , level=logging. INFO

82 )

83 serve()

[denpyo_pb2.py, denpyo_pb2_grpc.py]
protoc (py -m grpc_tools.protoc) THEK L 72E&EM TT,

@cert 74 L7+

OpenSSL TR L 72LA T D&M CTF,

- AR O v — FEEHE (ca.pem)

« B —NDFEHE (server.pem) & FEHE (server.key)
® 4 A=V

Dockerfile 3 & E T\ 57 4 L 7 b VIcHE) (cd C:¥Users¥User¥Desktop¥gRPC¥Docker-sv)
L. UToa=v FaETFTLET,

docker build -t groc-python:jp ——rm=true .
7" TA A=VICARTEMN T, mED”THLY P T 4 L2 b YD Dockerfile ZZMH L £ 3

B JvvEFouTe - O b

v>docker build -t grpc-python:jp —-rm=true .

docker images =~ v FCHEHE & i
C: ¥Users¥User

CREATED

3 minutes ago
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82, WA A —tE ROy THER

Hioavrrx4ERT 2563, UToa~vy Fofregd,

docker run -d ~

-—name=grpc-python s ~

--hostname=s7 ~

—mount "type=bind, src=C:-#Users#User¥Desktop¥aRPC¥Python, dst=/service’ ~
——publish 50057: 50057 ~

--env PYTHONUNBUFFERED=1 ~

grpc-python:jp

--name ({EE]a v 7 ichuizftdonE 3, HELAro725A. m a~v vy FETavy7+o
e %3 235413 CONTAINERID Zffiv 5

--hostname [{£Z ]2 7 F N T hostname 2~ F TRRNIN L LHITT,

—mount AV TFFICR U Y T BEBRY) 2a—AT-vAE T vavEREi b3 (BEIEED

--publish 2 v 7 FDFK—b:F A+ OSDF—+ CABTEIFR—-F2IEELE T, p &[HE

-—-env BRIEA R D15 E T, Python 3513 PYTHONUNBUFFERED=1 %54 % C & ic X b f2ue
HH%ERRTLERTEETT FEELARVEANY 7 712 E Y docker logs THRRNINEHA)

a2y 7S ORERUT O~y FCiEc& 9,
docker ps -a

B JvyF FouTh

COMMAND ‘ PORTS NA
grpc-python:ip  "/bin/sh —¢ "cd /ser—" T se ago D onds  0.0.0.0:50051->50051/tcp, :::50051->50051/tcp  grpc-python si

83. T—ERDBELNCO T DHER

avFFoEBH IR Toa~y FCR3Z R T T,
docker logs —follow T>7+%&

BN JIV/F 7007 - docker logs --follow grpe-python_st - O >

. _message. RepeatedCompositeContainer’ >
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B—_"PRayFFHNTHNTIZe 73— D227 ) 7 MEEINT WS /service T4 L2 Y
K, FR b OS ETlidservice iT~v v M XT3 C#Users¥lUser¥Desktop¥gRPC¥Py thon i<
Hhxnxs,

--mount "type=bind, src=C-#¥sers¥lUser¥Desktop¥aRPC¥Python, dst=/service” ~

a7 DN L. denpyo_Journal _TLSserver.py 74~82 fTH D CHE L CT\» % service.log ICLA T D
KoricHihanxd,

hostname = gethostname()
logging. basicConfig(
handlers=[
logging. FileHandler ("service. log”),
logging. StreamHandler (sys. stdout)
1
, format="%(asctime)s {}: %(levelname)s %(message)s”. format(hostname) # {}ISRAX FBMIEFVUFT
, level=logging. INFO

logging. info(

<<Journaling Servicer Context>>

client peer()=%s

x509_subject =%s

, context.peer(), context.auth_context().get(’ x509 subject’)
)

| service.log - ATIE

PR BEE SH0) FETMV OANLTH)

P024-01-26 10:47:27,750 s1: INFO <<Journaling Servicer Context>>
client peer()=ipv4:172.17.0.1:51644
x509 subject =[b" CN=%.client. focs, 0=FOCS, C=JP" ]
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9. ¥—1DLE

P — "D EIEEICIRMEEEO M EE ARoEEZHWNE LTEE LA, v T FEAHRIC
L7233 AT LEROSE L E L ELARE—KITR>TWE T,

9.1. WEEMH

MifEEM L 27 L 23 2 CPU/FRE. WilRiEEE. BE v 7 — 7R 2% HE(L
(JURAL) LCHERRL 9, o D LABEERRBEEIU T X IcAR 9,

TRV E—2 7T FEMiB - RICE 50 EIE. 2509 — "MK TP 7T FL 2%
L., 5225 O TWIN R AR (~— e —1) KGEDRL 25 LHEAPEMARE LT
LT 2w boTd, ftuc, MBEEREE X — N ICHfKDO HDD % 17 —1Y v 7% RAIDS
TIEAL, #E/ 2y b7 — 78I E LT 2 BBEVL— 2224 v F 2R ICRNTUEZ
AHEICLTHE ET,

b o ERNCIE AL v 7 L — 24Tl & ) BA oA~ v v 2R LI~ » V[ B -
B EHDEA DV T LR, S THROBIMiE 3RAZ2b 0RO TEHEL 1,

7 FBRIERRINICR > 72D I13KED EC 4 MEHEAESAMLT — 2 v 2 —ORFEH%Z
ZAICKHE L 2 32 EV A A ZRIBD T 6 T, AN 5 72013 CPU/EFERE. #iBhRLE % 148
ftLcr—ne Loz b, FIAEDIF X% OS, CPU (vCPU), #ighidl® (74 22) %4
R ic B fem REBA Yy b7 — 27 ICEH LRBBCfEx 2 X5 Lz, THITKD
CPU/TREoMECHE A v PV =7 DlEIZEZ e TX b E LAz, HL, 7—X kv X —
DHELGT (H) LWEBHREEINCHRET B e Fa ) T4 Lo R @I nNB X Hick
STETCWEDT, &Cx7 7V MELTZ 2T THHY THA,

HNEBE T3 Docker % Kubernetes DY 7 b v = 7 22 X EEd 7 7 v FEREE & [FIER IR AR LIC
$% CPU/FilEL Ay b7 —2ofitfEEM 2 oNnE S, (HL, KELY 7+ =27 2BE ¢
ZARAFRAML =V VAT A, A Y V=2 DDAy b7 — 2B L TR E B Y DfEE
EEABEICTR Y T 2 OBRITIZEIR)

92. BENEX

AFDEULY 7 2R F OBRB Y — NHUROUIEE I A B X T A, -2 &ML 22D
— DY — N BEIET BEAIC, Y- RO a v TR - Y X CARIEEITVET,

Y- REIT5EBDa v FFOENE 2 T ZAX LN E T, 772X OBPLHE DRI KD
bNDFHEIC KLY — 0L BB ICBE LY 7+ Y =T OMGEEREL Y £5,

10. 7 2 A2 BT AF T DB

gRPC #HMic Lz~ A 70— 2% 27 722 CTHEMT 354, gRPC Bk z <o ay 577
WKV ZZZAPDIRY T (ARDED) T3 77X  2RBELET, TRICKVZ2IA4T VB
oz vFF2E#HRT 2HDEREL LY., 77 A XOFMAYANE - MHBAAEEIC 2 0 £,

S BIEDAMIRSIC DTl EC2, S3HTHBRL TATL & W
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10.1. W7 A ¥ > -Envoy

gRPC DEMDIHMEITZASL Y 7 v 2T 3%00H 0 34205, #i7vwx o & L O 2 CLURAYHTL
<, REARHE DA Envoy® CGEVEHERE: Envoy Project Authors., 7 4 &~ & Apache-2.0) T3,

TLS OMHAFEEE (mTLS: Mutual Transport Layer Security) % {# - 72 $%#¢ <> docker compose % fif >
TBEBOED Y v AR I N T E T,

10.2. Envoy -ty k7 v 7

Envoy 1% Docker D4 A — & LCABIE T\, GitHub ICEHK X LT\ % examples 25 HAY
Lo 7RO EACTFEMAMMT 2 2 L3 CTE LT,
Gt TV R VD —viEZH, VRS IDzip 77 A% K8y vya—FLET,

(€] 25 github.com/envoyproxy/envoy s Bg & B O o &

O Product Solutions Open Source Pricing Search or jump to... / Sign in | Sign up|

[=] envoyproxy;’envgy Public L\ Notifications % Fork 46k ¥ Star 23.5k -
<> Code (@ Issues 15k f Pull requests 138 @ Actions [ Projects [0 Wiki @ Security 61 |~ Insights

¥ main ~ F 94 Branches > 147 Tags Q Gotofile @ About

= Clone Which remote URL sfiould 1 use? 3] Cloud-native high-performance
edge/middle/service proxy

yanavlasov [test]: Skip test function if test input is empt,

HTTPS GitHub CLI
@ www.envoyproxy.io

.azure-pipelines release/ci:
j https://github. com/envoyproxygfnvoy . git ] cats  cncf  corgis  cars  rocket-ships
.bazelci bazel: fix ¢
Clone using the web URL more-cats  cats-over-dogs  nanoservices
«circleci Pin docke
O Readme
.devcontainer devcontail = Open with GitHub gfsktop

Apache-2.0 license

.github ci: use mai

i
& Code of conduct
L3

Security policy

| & = | EB envoy-main
fi-h  #E BR | E&TAMS-U-L
&« v » User » #70-F » envoy-mainzip » envoy-main & ‘7 v H— ]\ Lf‘: le 7 T /f ﬂ/@l:l:l%
£ " &5 z=4471| = examples Z{H\FE 3,
.azure-pipelines FrA ) TR -
.bazelci TrA s T A=
«circleci Jrd Il JANA-
devcontainer Tl FaNA-
Jgithub Trd e TS -
wscode Trd e TS -
zuul Trd e TS -
api Trd e TS -
bazel Trd e TS -
changelogs FrA e TR
ci Il TANA-
configs TrA s T A=
contrib Jrd Il JANA-
distribution Tl FaNA-
docs Trd e TS -
envoy Trd e TS -
examples T4 TS -
maintainer Trd e TS -

4gRPC v — F N v v 7 https://grpc.io/blog/grpc-load-balancing/#recommendations-and-best-practices

5Envoy GitHub U #* ¥ b U https://github.com/envoyproxy/envoy
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103. 70 F > DK

TLS tHAFEAE (mTLS) %17 5 BiEild exmples OHF D tls ICH v TABA-oTCnET, £/, 20D
Al README.md (md:~—72 X7 v EdiED X --Chrome FHOWEEILEZRH Y £9) IcH 1N
TWB URLZZHRL TS EI v, UM TIE, $—2/27 747 v 2 TLS ©FGE% HHEICfT 9 https
RAAN— DK ZAED £5,

= 2% envoyproxy.io/docs/envoy/latest/start/sandboxes/tls.html

rSORAR—BEOTF1VUFT o (1)

wite COOEITIE. oversEA L THES{EENESEHAETSLEDC
Envoy TR T TEOW D ERALET ns.

TCTER. —BNCERAENETOFS EETON S —F N DHE
LET ns.

# https -> hitp

B s s https -> https
Envoy® > k—JL - EEE>EENS
Bt BRI v https JLAZIL—
“— v « Envoy-main * examples v O
280 - &8
redis T4l TN -
route-mirror Frd e TANA-
shared T4 TN -
single-page-app TN TS -
skywalking Trd e TS -
ils T4 F#NA-
tls-inspector TN TS -
fls-=ni &« S <« examples » tls
udp -
E2E0) Es
|| docker-compase.yaml YAML J74 L
| ] envoy-http-https.yaml YAML J71 )l
| ] envoy-https-http.yam YAML 774 )|
|| envoy-https-https.yaml YAML J74 )
D envoy-https-passthrough.araml YAML 71l
¢ README.md MD 774 1
verify.sh Shell Script
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104, BEITE

FAK UL Envoy @ examples/tls 7 4 L7 F VIS N TV U TO 7 7 A V2 BIEL TivE 3,
(D docker-compose.yaml

(@ envoy-https-passthrough.yaml (&% 7254r % 4] Y Hi L T envoy.yaml % {E%)

(® envoy-https-passthrough.yaml 2> & %8 L T\» % examples¥shared¥envoy¥Dockerfile

<HpA A~ >

R

|
) .o a
1|8
) b3
|5
= Sk ) (%
N < U
1§ ¢
< 4 !
I 9 th
3 | Y
“—= |5

Docker R84y ~I—4 (;R—hk 5001,8001 %R MI3EHE)

(1) 774 ik

C:¥Users¥User>tree /f C:¥Users¥User¥Desktop¥gRPC¥envoy
C:¥USERS¥USER¥DESKTOP¥GRPC¥ENVOY

| docker-compose. yaml

| Dockerfile

| envoy.yaml

T ALV Z UKV TFOLFO—FICE Y £, UREDHNIL envoy LW T 4 L2+ Y &AE
D, BT ICLE R TORK 7 7 AV e a—LTWwET

- examples ICA > TV AEHER 7 7 A VIZERO Y v TABBEL TWE DT, envoy 74 L2 + Y
~aIE—RIHEDLZVWEID ZHIFRL £ 3, 2ty Dockerfile ®H1 T envoy.yaml iIC 2 v —L
T\ % envoy-https-passthrough.yaml Z ffl#Clx 7 7 + v b DX Hij envoy.yaml ICZE 2 T E 3

(2) 77 A rof&eSIEER
docker-compose.yaml © Envoy DAL (target & 7> 2 v TiER) & gRPC — "D A X =,
BRI, AR - EEERL T,
examples @ Dockerfile % target + 7> 3 v CHEHIC G PR ECUHEZ TR L 724 A =
BELNE XS LTwETH, BERTS 72T L T docker-compose.yaml 2> H S L % 37,
envoy.yaml |3 Envoy OEEENHRFICEEAIA TR ER 7 7 4 VT, Dockerfile N @ Envoy % &) 3
23wV FDORNTA—RELTHOTEEET,
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<docker-compose.yaml>

HIARTOZED VTR ML UIN—=X ZOF proxy-https-passthrough BRETI—FT 12T
#Port 8001 [X. envoy @ admin (BIEH—/\). 50051 [ gRPC F—/\ANFNENERELE T,

Services:

proxy-https-passthrough:
bui ld:
context: .
dockerfile: ./Dockerfile
depends_on:
- servicel
ports:
- "${PORT_STATS:-8001}:8001"
- "${PORT_GRPC:-50051}:50051"

servicel:
image: grpc-python:jp
environment:
- PYTHONUNBUFFERED=1
volumes:
- C:¥Users¥User¥Desktop¥gRPC¥Python:/service

----------------- 7T ANKED Y e

<Dockerfile>

¥a v T FERRFICHEITI NS CMD [/usr/local/bin/envoy 1D %7 X — & iZ--log-level %3BHIL T
F< & envoy.yaml OFE Y EECT v X o EE D ICEIE L AW HEOFEHRINESTE 5

¥examples I D Dockerfile IC13# 5D FROM @ 03F 240, as THEIAF T SN TwE 3, HHT
134D FROM fin 2, 4 A — Y 2T 2 BRIC build target ¥ 7 X — X TS L £ 5

ARG ENVOY IMAGE="${ENVOY_ IMAGE:-envoyproxy/envoy}”
ARG ENVOY_VARIANT="${ENVOY VARIANT:-dev}”

FROM ${ENVOY_ IMAGE}:${ENVOY VARIANT} as envoy-base
# ARG O~ KT ENVOY_CONFIG AEUTA 55 X 5N@H 2 I Ha DEZERE
ARG ENVOY_CONFIG=envoy. yaml
ENV ENVOY_CONFIG="$ENVOY CONFIG”
ENV DEBIAN_FRONTEND=noninteractive
RUN --mount=type=cache, target=/var/cache/apt, sharing=locked ¥
—-—mount=type=cache, target=/var/lib/apt/lists, sharing=locked ¥
rm -f /etc/apt/apt. conf.d/docker-clean ¥
& echo 'Binary::apt::APT::Keep-Downloaded-Packages "true”;’ | tee /etc/apt/apt.conf.d/keep-cache ¥
& apt-get -qa update -y ¥
&& apt-get -qq install --no-install-recommends -y curl
COPY ——chmod=777 "$ENVOY_CONFIG” /etc/envoy. yaml
ttenvoy E2BIBFIC loglevel DISEEND
CMD ["/usr/local/bin/envoy”, "-c”, "/etc/envoy.yaml”,

"——log-level”, "trace”]

FROM envoy-base
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<envoy.yaml|>

i<envoy. yaml> Docker @ image envoy-base (/etc/envoy.yaml [CIE—U envoy WESEET 5,
tO0F IHRE hitps INARIL—HTTPS 21757V AN —LA Y—EXICEETOFVT 3,

tenvoy-proxy-https-passthrough HMEEEIURVIGEE. LLFZEITL T envoy. yaml ZHREET D,
#t docker run -it envoy-proxy-https-passthrough bash
# envoy -c /etc/envoy. yaml

static_resources:
listeners:
- address:
socket_address:
address: 0.0.0.0
port_value: 50051
filter_chains:
- filters:
- name: envoy. filters.network. tcp_proxy
typed _config:
"@type”: type.googleapis. com/envoy. extensions. filters. network. tcp_proxy. v3. TcpProxy
cluster: servicel
stat_prefix: https_passthrough

clusters:
- name: servicel
type: STRICT_DNS
[b_policy: ROUND_ROBIN
load_assignment:
cluster_name: servicel
endpoints:
- |b_endpoints:
- endpoint:
address:
socket address:
address: servicel
port_value: 50051

admin:
address:
socket address:
address: 0.0.0.0
port_value: 8001
layered runtime:
layers:
- name: static_layer 0
static_layer:
envoy:
resource_Llimits:
listener:
example_Llistener _name:
connection_Limit: 10000

----------------- 77 ANKED Y e
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10.5. 37 F DARK docker compose up

docker-compose.yaml 7 7 A LR A > T3 T 4L 27 PV ICBEIL up 2~y FEERITLET,
<EfTHI>

cd C:¥Users¥User¥Desktop¥gRPC¥envoy

C:¥Users¥User¥Desktop¥gRPC¥envoy>docker compose up -d

B Jv/FTovTr

C er p¥aRPC¥envoy>fi

(1) IEH Z#c®) (STATUS : Started)

2TDavTFHIC Started BDERRINSZHA XA -V OERL o v T HUBTER T, T7—»BEITh
I¥ docker ps TER &5 STATUS A2 Up Ic72 b £ 37,

docker ps -a

B8 19K 70V7H

3001/tcp, :::8001->8001/tcp, 0.0.0.0:5005

(2) Started iIZ 72 & 2\
Dockerfile iICF W7 CMD 28 b > TCL ¥ 95 & a v 7 F 251k L STATUS 5|23 Exited 172 0 $ 97,

avTFFNTHIT IR Tw %1 7% docker logs THEFE L TL 723 W,
docker logs --follow envoy-proxy-https-passthrough-1
cul+ CEHETHBYI2ECcr ol h2FEbZITE T,

E& IvvF7OvTE
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106. B> T+ DET (ZEEDOLE)

docker-compose.yaml ICEEIN TV E Y — L RAEXIEEL, scale CHLHEEZELH T LI LB TEE
9, servicel D EEZ 3T 355U Toa~y FEEITLIET,

docker compose up --scale servicel =3

& Iv/F 70T

CREATED STATUS

grpc-python:jp

grpc-python:ip

T 740 bDavrF4 (NAMES) 13 docker-compose.yaml @ 7wy = 7 P &= I T\ 3
FALI L VABME FALI P 4F—CREA YTy 72 (I~n) kY EF

<V 7T X}FDRG>
LT envoy-servicel IZXfLC 5[ 7 TR+ Lizn s, RV EZRS 2TV I —"DHRA M
T, 77 # /A biZ CONTAINER ID 234 2 & ic72 ) 4

IR |BEE S0 =N ANTH)

P024-02-08 10:14:50, 227 T4eBc23825¢e1: INFO <<Journaling Servicer Context>>
client peer()=ipy4:172.18.0.5:47266 ,
x509 subject =[b’ CN=*.client. focs, 0=FOCS, C=JP" ]

2024-02-08 10:14:53, 972 Tde8c23825e1: INFQO <<Journaling Servicer Context>>
client peer()=ipv4:172.18.0.5:60200 1
x500 subject =[b’ CN=*.client. focs, 0=FOCS, C=JP" ]

2024-02-08 10:14:57, 295 d96ch80e0561: INFO <<Journaling Servicer Context=»
client peer()=ipy4:172.18.0.5:35652 1
x509 subject =[b’ CN=%.client. focs, 0=FOCS, C=JP" ]

2024-02-08 10:15:05,426 12ab009fedhT71: INFO <<Journaling Servicer Context>>
client peer()=ipv4:172.18.0.5:37364 1
x509 subject =[b"CN=*, client. focs, 0=FOCS, C=JP" ]

2024-02-08 10:19:1
=ipy4:172.18.0.5:41668

client peer() ,
CN=%,client. focs, 0=FOCS, C=JP" ]

212 d%ch80e0561: INFO <<Journaling Servicer Context>>
W
x509 subject '

!
p
[b

¥ ERETHlcire— Y "7 v 2057y vy Feey (EADTEL) 2#ATHE T8,
Docker version 24.0.7-rd, build 72ffacf & Envoy ® 2 HEd¥ (envoy:dev) THEITTF 2L av 757
~DY 7T ZAFDIRDIE TV E LI oTwBE XS ICHRAES
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10.7. Envoy OEFREH

envoy.yaml ® admin: > port_value: 8001 TH5%E L 72K — } &5 % L T Envoy D& HH [ % R~
THEILEBTEET, FiL7 7R 2 OBMEHMDEEEET I 23, Envoy ZiZIE3 ¢ 2HAED H Y 7,

v @ Envoy Admin X o+ = a b4
€ > C @ localhost8001 * B O o 2
Command Description

certs print certs on machine

clusters upstream cluster status

config_dump dump current Envoy configs (experimental)

[ The resource to dump

The mask to apply. When both resource and mask are specified, the mask is applied to every element in the desired repeated field so that only a subset of fields are
[ returned. The mask is parsed as a ProtobufWkt::FieldMask

[ ] bump only the currently loaded configurations whase names match the specified regex. Can be used with both resource and mask query parameters.

[J Dump currently loaded configuration including EDS. See the respanse definition for more information

contention dump current Envoy mutex contention stats (if enabled)
enable/disable the CPU profiler

enables the CPU profiler
drain listenars

[] When draining listeners, enter a graceful drain period prior to clasing listaners. This behaviour and duration is configurable via server aptions or CLI
[ when draining listeners, do not exit after the drain period. This must be used with graceful

[ Drains all inbound listeners. traffic_direction field in envoy_v3_api_msg_config.listener.v3.Listener is used to determine whether a listener is inbound or outbound.

cause the server to fail health checks
cause the server to pass health checks
heap dump dump current Envay heap (if supported)
enable/disable the heap profilar
enable/disable the heap profiler
help print out list of admin commands
hot restart version print the hot restart compatibility version
init dump dump current Envay init manager information (experimental)

The desired companent to dump unready targets. The mask is parsed as a ProtobufWhkt::FieldMask. For example, get the unready targets of all listeners with

\:| /init_dump?mask=listener”
listeners print listener info
File format to use

query/change logging levels

Change multiple logging levels by setting to <logger_namel>:<desired_levell>, <logger_name2>:<desired_level2=>.

desired logging level

memory print current allocation/heap usage

exit the server

ready print server state, return 200 if LIVE, otherwise return 503
reopen access logs

reset all counters to zero

runtim: print runtime values

Adds or modifies runtime values as passed in query parameters. To delete a previously added key, use an empty string as the value. Note that deletion only applies

S to overrides added via this endpoint; values loaded from disk can be modified via override but not deleted. E.g. ?keyl=valuel&key2=value2...
server infg print server version/status information
stats print server stats

[ Only include stats that have been written by system since restart
[ ] Regular ion (Google re2) for filtering stats
Format to use
Stat types to include.
Histogram bucket display mode

print server stats in prometheus format

[ only include stats that have been written by system since restart
[J Render text_readouts as new gaugues with value 0 (increases Prometheus data size)

[ Regular expression (Google re2) for filtering stats

stats/recentlookups Show recent stat-name lookups
clear list of stat-name lockups and counter

statsirecentiookupsidisable disable recording of reset stat-name lookup names

enable recording of reset stat-name lookup names
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clusters @V v 7 - LL'F OHITlE servicel 78 172.18.0.2, 172.18.0.3. 172.18.0.4 T2 T A X K&K
L. F—F 50051 CEHBZIT B L0 ET,

() localhost:8001/clusters

seryicell Jdefault_prior ity Ines_connect ions2 21024
seryicell Jdefault_prior ity Inas_pend ing_requests: 21024
servicellldefault_prior ity Imax_requests:Z1024

nax_connect ions 2 21024
nar_pend ing_requests2 21024
max_requestss 21024
naw_tetr ies2l3

=]

cr_active: 0
cr_connect_faillid
cr_totalzzo
rq_active 0
Fq_errar 220
rq_success: Il
ra_timeout:Zl
rq_total:zo
hastnameZservicel
hea Ith_f lags: thealthy
weightZi

Fegionl:

Zone:

sub_zone::
canaryllfalse
priorityZZ0
success_ratel -1

loca | _or igin_success_ratel:

cr_activel 0

o _connect_failZi
cr_totalzzo
rq_activel:l
rq_errar 220
Fq_successIIl
rq_timeout:Zl
rq_total::o
hastname . Zservicel
hea Ith_f lags: “healthy
weight:

FegionI:

zane

sub_zone::
canarylifalse
prior ity::0
success_ratel -1

loca | _or igin_success_ratel:

cr_activelz0
cr_connect_faillid
cr_totalzzo
rq_active 0
Fq_errar 220
rq_success: Il
ra_timeout:Zl
rq_total:zo
hastnameZservicel
hea Ith_f lags: thealthy
weightZi

Fegionl:

Zone:

sub_zone:
canaryllfalse
priorityZZ0
success_ratel -1

&« &
seryicell observability_name:lservicel
seryicell Jdefault_prior ity Inas_retr ies223
seryicell thigh_pr ior ityZ:
seryicellthigh_prior ity::
serwicellthigh_prior ityl:
seryicell thigh_pr ior ityZ:
seryicell ladded_via_apil fal
seryicell 172 1800 2250051:2:
serwicellI1TE 180, 2I50051:2:
seryicell 172 1800 22500512:
seryicell J1F2 1800 22500512:
seryicell 172 1800 2250051:2:
serwicellI1TE 180, 2I50051:2:
seryicell 172 1800 22500512:
seryicell J1F2 1800 22500512:
seryicell 172 1800 2250051:2:
serwicellI1TE 180, 2I50051:2:
seryicell 172 1800 22500512:
seryicell J1F2 1800 22500512:
seryicell 172 1800 2250051:2:
serwicellI1TE 180, 2I50051:2:
seryicell 172 1800 22500512:
seryicell J1F2 1800 22500512:
seryicell 172 1800 2250051:2:
serwicellI1TE 180, 2I50051:2:
seryicell 217218, 0.42500512:
seryicell 2172 18.0.42500512:
seryicell 172 18,0 4250051:2:
serwicellI17E 180, 47500512
seryicell 217218, 0.42500512:
seryicell 2172 18.0.42500512:
seryicell 172 18,0 4250051:2:
serwicellI17E 180, 47500512
seryicell 217218, 0.42500512:
seryicell 2172 18.0.42500512:
seryicell 172 18,0 4250051:2:
serwicellI17E 180, 47500512
seryicell 217218, 0.42500512:
seryicell 2172 18.0.42500512:
seryicell 172 18,0 4250051:2:
serwicellI17E 180, 47500512
seryicell 217218, 0.42500512:
seryicell 2172 18 0.42500512:
seryicell 2172 18, 003250051::
serwicellI1TE 180, 3I50051:2:
seryicell 2172 18, 0032500512:
seryicell 172 18 0032500512:
seryicell 2172 18, 003250051::
serwicellI1TE 180, 3I50051:2:
seryicell 2172 18, 0032500512:
seryicell 172 18 0032500512:
seryicell 2172 18, 003250051::
serwicellI1TE 180, 3I50051:2:
seryicell 2172 18, 0032500512:
seryicell 172 18 0032500512:
seryicell 2172 18, 003250051::
serwicellI1TE 180, 3I50051:2:
seryicell P2 18,00 3I500512:
seryicell 172 18 0032500512:
seryicell 2172 18, 0032500512:
seryicell 172 18,00 3250051:2:

loca | _or igin_success_ratel:
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exit the server -7 0 ¥ ¥ MFIEL 9,

| quitguitguit | exit the server

< quitquitquit & X V%>
docker ps-a 2= ¥ FIC X Vi7" v % & envoy-proxy-https-passthrough-1 ® 2 v 7 F23{F 1k
(STATUS : Exited (0) nn xxxxx ago) L T\ % Z & AR TE 9,

-passthrough-

<avrFom>
docker restart > 774 A<V FCavrFAHETE 4,

CREATED

>8001/tcp, 0.0.0.0:50051->500

11. ERREBICDOWT

AHE COFBIET 70 7 — a voRFE e R 2 QMIC L2 b o °F, EHREE 2 F 555
DUF DR FREIC 2 ) £97,

* Docker D#%$(=2 v 7 FIC Windows D7 4 L 7 F V&~ v L CuEEXHL T L2, MHEEHE
Eu 7 7 ANDHEEPMBEICRY 3 (IO HAICETIMIEIZL CnhEHA)
> 7Y —N"ZHICHET 52, Volume f A —Y #ffio7=z 08 K »

e~ v /R AL OS L a Yy T HICX B RBIEY AT LB REEE L 7- W& 11X, Kubernetes
(K3sZoJrEET) ®SwarmZEoa vy F - 79X & %EH (avyF 4+ —4r AL —vay) T
%%V 7 b Docker D2V FHRA b - 4y P — 7BREERME O MELRDH Y T
GO~ A 7 — A EHETIHAEFIFR - PESOEI D Y CIKBT ARG AL EIC R Y £T,
~A 7Y - RBICH - PESCHRRA M ZEIVIRS OIZEH O EH b EMRO T, - XA
IR (=T 4 v =R Ay v a) BT X CERT2ERHY T
LAk
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